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1	Decision/action requested
This contribution proposes a test case for VNF package integrity requirement. 
2	References
[1]	3GPP TR 33.818: “Security Assurance Methodology (SECAM); and Security Assurance Specification (SCAS); for 3GPP virtualized network products”, V0.6.0
3	Rationale
[bookmark: OLE_LINK1]The test case for VNF package and VNF image integrity requirement is missing in [1], this contribution proposes a test case for VNF package integrity.
4	Detailed proposal
********** START OF CHANGE **********
5.2.5.5.3.3.5 Virtualized Network product software package integrity
All text from TS 33.117 [4], clause 4.2.3.3.5 applies to GVNP of type 1. 
In addition, VNF package and VNF image integrity shall be validated when on board, and VNF image integrity shall be validated when in instantiated. The detailed security requirements and related test cases are as following.
[bookmark: _Toc25877334]5.2.5.5.3.3.5.1 VNF package and VNF image integrity
Requirement Name: VNF package and VNF image integrity
Requirement Description:
1) VNF package and image shall contain integrity validation value (e.g. MAC).
2) VNF package shall be integrity protected prior to on board. NFVO shall validate the VNF package integrity.
Editor’s note: The related test case will be added later. 
Test Name: TC_VNF_PKG_INTEGRITY_1
Purpose:
Verify that:
1.	The VNF package integrity validation mechanism is performed using cryptographic mechanisms, e.g. digital signature using the public keys or certificates. 
2.	The NFVO validates the VNF package integrity prior to on boarding.
3. 	VNF package that fails an integrity check is rejected by the NFVO.
Procedure and execution steps:
Pre-Conditions:
-	A document which provides a detailed technical description of VNF package integrity checks, including details of how the integrity check is carried out, where public keys or certificates of sources authorised to sign software packages are stored on NFVO and who these sources are, and what evidence is created to prove that the integrity check has been executed and what the result of the check was. 
-	A valid VNF package and one that is not-valid (or could be deemed to have been tampered with) are available.
Execution Steps
1) Review the documentation provided by the vendor describing how VNF package integrity is validated by NFVO.
2) Send the valid VNF package to NFVO for on boarding.
3) Send the invalid VNF package to NFVO for on boarding.
Expected Results:
-	The NFVO performs VNF package integrity validation according to the documentation and the on boarding operation is successful when using the valid VNF package. 
-	The NFVO performs VNF package integrity validation according to the documentation and the on boarding operation fails when using the invalid VNF package.
Expected format of evidence:
Snapshots containing the result of the VNF package on boarding.
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